Trustix™ Firewall Overview

. Trustix™ Firewall

Many IT experts consider firewalls to be the most important aspect of any
organizations security infrastructure. Sitting between your internal network and the
outside world (Internet, External Servers, Branch Office networks, Wireless
connections etc), a properly configured firewall is vital to the prevention of
destructive attacks from hackers, Trojans, worms and virus propagators.

Trustix™ Firewall is the guardian of your network, a sentinel that will blockade and
repel malicious attacks to your network from hackers and infected files. If a file or
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Secure Communications

Now that your internal network is shielded, what about information exchanged
between your corporate partners and remote workers? Virtual Private Networks are
the industry accepted method of securely transmitting data over the Internet.
Trustix™ Firewalls use the IPSec protocol to encrypt data transmitted over the ‘net-
extending the security of your network to all arms of your business. Communications
between your office and home users are protected using 168-bit 3DES encryption-
triple the encryption, triple the security!

Furthermore, Trustix™ Firewalls use Public Key Infrastructure X.509 certificates for
authentication of employees working remotely within the VPN environment- all
controlled from a single interface. The industry standard Diffie-Hellman (DH) process
of public key encryption is utilized by our firewalls guaranteeing that messages and
files transferred between your office and your external workforce are thoroughly
secure.

Trustix™-the inventors of WYSIWYG Firewalls

All the security that Trustix™ firewalls endow upon your business would be for nothing
if it was impossible to implement. Trustix™ take a truly revolutionary approach to the
recondite issue of firewall configuration using a perspicuous and highly intuitive
WYSIWYG interface. The easily used GUI enables you to visualize and configure your
firewall policy, DMZ's (up to 24 zones), port forwarding, network address translation
and virtual private network settings in a clearly intelligible manner- no more arcane
command lines or constant administrative stress. Most importantly, the underlying rules
generated by the program are then fully optimized before being deployed- thereby
optimizing the security and performance of your firewall’s architecture, and avoiding
errors and duplications. You may never need a systems administrator again!!!
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Plug and serve

As with all Trustix™ products, our Firewalls are designed to be as easy to setup as
possible. A Turnkey solution, your Firewall will be out of the box and implemented
in an unbeatable 25 minutes- and without the need for a dedicated system
administrator.

A proven track record

Trustix™ Firewall is part of a family of products provided by Trustix™ Linux
Solutions- the pre-eminent force in information security. Based on the Linux, the
most reliable and robust OS for Enterprise Server Applications, Trustix™ products
will reduce the total cost of ownership to your company over their operational
lifetime. Each product is a Turnkey solution (use straight out of the box) and benefits
from the platform independent Xploy utility — you can organize your servers and
network services with a simple point and click interface- no more impenetrable
command lines!! If you do encounter any problems then your company will enjoy
unsurpassable support from our team of dedicated and tenacious technicians.

Bespoke solutions

Whether you are running a small business or a multi-national scale corporation,
Trustix™ firewalls have a solution to meet your needs. Our Firewalls are scaleable
from the ease of use needed by an SMB to the water-tight security and stability
demanded by a government. Depending on your requirements, Trustix™ Firewalls
are available from 224 Demilitarized Zones and represent superb and immediate
ROI at all price points.

Automated Software Maintenance means updating your Trustix™ firewall is a
painless task. Patches to ensure maximum stability are immediately implemented
using the SWUP (Software Update) utility. Your firewall will never be outdated in a
world of increasingly sophisticated threats to your information’s integrity.

* “Comodo Trustix — The innovators of GUI Firewalls
80% Technology 20% Administration

Thankfully, completely opposite to everything else
on the market!”
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