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Home/Small Office Users

Personal Firewall — Keeping Hackers out and Personal Information in!

When using the Internet you are placing
yourself at risk - fact.

Large businesses and enterprises have already
realized the absolute necessity for protection of
their network perimeter when connecting to the
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factor contributing to this problem is the relative ' 4
ease of which continuous internet connection can

now be gained. The low cost of a DSL connection

and the ‘always on’ ability means that target

systems are no longer fleeting open connections; the timeframe to launch an attack has been extended. Also
as a consequence of the low cost of entry for an ‘always on’ connection there are now an ever increasing
numbers of inexperienced on-ine targets open to experienced hackers. Choose a solution that protects your
system, allows you to become invisible to hackers and removes any internal threats you might accidentally
unwittingly install on your system.

Provide increased protection against Hackers — Become Invisible - Stealth yourself!
Avoid the loss of Personal Information — Kill Spyware that tracks your movements
Stop Pop-up Windows — Maintain an efficient Ad-Free on-line experience.

Provide an immediate blocking tool — Net-Lock shuts off potential issues immediately!
Monitor your connection speed — Visual Indication of bandwidth utilisation

Automated port scanning tools and IP scanning scripts  In: 110000 aaaiiiiill < Received: 457,241 K
used by hackers make it simple to identify potential targets.  Out Bl p Sent: 1,833.584 M
What potential issues could happen if a hacker compromises your system? They could steal your files,
vandalize your hard drive, or use your computer as a base to launch other attacks. (Unfortunately, if these other
attacks are noticed, it looks like you are doing the hacking!) Many hackers also create viruses, worms, and
Trojan horses. Viruses and worms are nasty little programs that spread from computer to computer. Sometimes
that's all they do, but sometimes they delete files, send mail from your computer, and open "back doors" for
hackers to take control of your computer. Viruses and worms can arrive —
on a computer through email, or by exploiting flaws or holes in Mew Application ——

. . . Microsoft Word is trying to access
applications or your operating system so ensure you are also protected E e et B e wartio o
by an AntiVirus tool such as Trustix™ AntiVirus . Trojan horses (or just it?
"Trojans") are programs that secretly do bad things that you don't expect-- Local Part: 1754
like a screen saver that also secretly emails your bank statements to a | Remotelp:  2074EA3NAST |
hacker, or 'spyware" that monitors your web-surfing habits and reports
back to its creator. They can get onto your computer the same way as
viruses and worms, or you might install one on purpose, never suspecting
that the "harmless" screensaver your friend just sent you is actually
dangerous. As soon as they try to do something they shouldn’t you'll
immediately recognize this via a warning box. This powerful visual
system ensures you maintain your privacy and security whilst on-ine.
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Key Features — Protect your system and your privacy

Stealth Mode - ON

NO Pop-Ups

Remove Spyware

Net-Lock - ON

- Stealth Mode — Become invisible b Hackers - This is a facility whereby the

Trustix™ Personal Firewall does not acknowledge its existence on the Network,
and thereby renders itself invisible. This means that it will not respond to
requests made from outside, unless of course you know about it and allow these
requests through.

- Pop-Up Blocker - Pop-ups are not only annoying, they tie up unnecessary

bandwidth, downloading unnecessary advertisements you are not interested in,
which again detract from your on-line task. More annoying is the fact that some
Pop-up windows can launch other windows themselves, meaning you end up in
an endless loop — Stop that ever happening with Pop-Up Blocker.

- Spyware Killer - Spyware is a general term for a program that surreptitiously

monitors your actions. Whilst they are sometimes sinister, like a remote control
program used by a hacker, software companies have been known to use
Spyware to gather data about customers. The practice is generally frowned
upon and infringes your personal rights. Using the most up-to date database
available, Spyware killer ensures no-one spies on you.

- Net-Lock — Immediate Protection - Blocks all incoming and outgoing

communication with a single click. Essential for immediate blocking of potential
threats, but also allows the strongest level of control and is fully customizable to
allow only your most trusted programs to make connections.

Offering Peace of Mind

Few security experts expect anything close to a let up in the 50 or more security related software vulnerabilities
discovered every week and with new Internet threats appearing daily and as yet unknown payloads of Spyware
and Pop-up ads which could also have Spyware embedded into them. You need a solution which meets your
needs. Keeping Hackers out and keeping personal information in. You need Trustix™ Personal Firewall

System Requirements

Windows 98SE/Me/2000/XP,

233 MHz Pentium or higher,

20MB of available hard disk space,
Internet access and Microsoft® Internet Explorer 5.0.1 or Higher.
Minimum s ystem RAM: 32MB with a 16bit Color Display adapter.
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